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Risk Assessment Terminology
 Risk assessment: identify, assess and measure the probability and severity of 

risks;

 Threat Assessment: Identify external supply chain threats that exist within a 
country or region, which are beyond the company's and company business 
model's control.  Still, these threats can exist internally within the company.

 Vulnerability Assessment- Identify weaknesses in a company's security 
procedures and supply chain that can be used to the benefit of terrorists and 
other criminals identified in the Threat Assessment

analyze internal and external threats against company 
procedures to identify where vulnerabilities exist and what 
procedures can be implemented or improved to reduce such 
risk
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Risk Assessment Terminology
 Threat Assessment: What is Terrorism?
 Common definitions of terrorism refer to violent acts intended to create fear (terror).  
 The Department of Homeland Security (DHS) defines terrorism as any activity that involves a 

criminally illegal act that is dangerous to human life or potentially destructive of critical infrastructure 
or key resources, and that appears to be intended to intimidate or coerce a civil population, to 
influence government policy by intimidation or coercion, or to affect a government's conduct through 
mass destruction, murder or kidnapping.

 One of the Department's top priorities is to resolutely protect Americans from terrorism and other 
threats to national security by preventing nation states and their representatives, transnational 
criminal organizations, and groups or individuals from participating in terrorist or criminal acts that 
threaten the Homeland.
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Risk Assessment Terminology
 Threat Assessment: What is Terrorism?

 Bangladesh: Harakat ul-Jihad-i-Islami / Bangladesh, Islamic State of Iraq and ash-
Sham (ISIS), al-Qaeda (AQ), al-Qa'ida in the Indian subcontinent (AQIS)

Dhaka, Bangladesh 2016: over 20 people killed 
in an act of terrorism at a Dhaka café

Del Rio, Texas: 01/09/20 CBP 
intercepts three people from 
Bangladesh 

Terrorism Threat exists!
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Risk Assessment

 CTPAT members MUST drive and 
document the level of risk in your 
supply chains.

 CTPAT members MUST perform a 
general risk assessment (RA) to 
identify where security vulnerabilities 
may exist.

 Use the CTPAT 5-Step Risk Assessment 
Guide: 
 Visit CBP-CTPAT website for guide: 

https://www.cbp.gov/sites/default/files/documents/C-
TPAT%27s%20Five%20Step%20Risk%20Assessment%20Process.pdf

 Risk analysis of your supply chains.
 Risk prioritization
 Region 
 Route

 Vulnerability assessment
 Yourself - internal audit/self-assessment
 Business partners
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 The Risk Assessment MUST identify 
threats, assess risks and incorporate 
sustainable measures to mitigate 
vulnerabilities.

 Threat assessment
 Terrorism, organized crime, narcotics 

smuggling, human smuggling and trafficking 
... 
Active shooter, agricultural, cybersecurity, 
etc.

 Business partners: direct/indirect using 
questionnaires, site audit

 Vulnerability mitigation

Risk Assessment
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 The member MUST consider the CTPAT 
requirements specific to the member's 
role in the supply chain.

 Vulnerability Assessment
 Provider
 Manufacturer
 Importer
 Carrier 
 Sea carrier

 Long-haul carrier
 Transfer Carrier 
 Customs Officers
 Consolidators

Risk Assessment
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 Risk Assessment Process
 Annual frequency or as frequently as 

possible, depending on what is 
happening around you and the supply 
chain.

 Risk assessments MUST be reviewed 
annually or more frequently as required 
by risk factors.

Risk Assessment

CALEXICO, Calif. 03/10/20

Cincinnati: 03/09/20 Strophanthus fruit from Laos, 
Asia forbidden (tribal hunters-use the seed to 
extract poison used in their arrows/spears (cardiac 
glycosides)

San Diego, Calif. 03/05/20 311lbs 
Methamphetamine in Otay Mesa within a shipment 
with stone/concrete products

Pharr POE-. 02/16/20: 895 lbs 
methamphetamine, 202 lbs marijuana, 8 lbs 
heroin and 3 lbs cocaine in a shipment of 
broccoli
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 The international part of the risk 
assessment MUST document or map 
the movement of the Member's cargo 
through its supply chain from the 
point of origin to importer's 
distribution center. 

Risk Assessment
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 Mapping MUST include all business 
partners involved both directly and 
indirectly in cargo export/movement.

 Who has direct/indirect contact with 
the cargo?
 Factories/Manufacturing/Farm packaging 

(shipping staff, forklift, warehouse staff)
 Service providers (security, pick pack, etc.)
 Carriers (long haul / crossing)
 Consolidation centers
 Container depots (patios)
 Customs officers
 Distribution centers/carrier yard (border and final 

destination), etc.

Risk Assessment
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 Who has direct/indirect contact with the load?

Risk Assessment
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 As appropriate, mapping MUST include 
documenting how cargo moves in and 
out of transportation facilities/cargo 
centers and observing whether cargo is 
"at rest" in one of these locations for an 
extended period of time. The load is 
most vulnerable when it is "Resting", 
waiting to move on to the next leg of its 
journey.

 Methods
 Know your business partners; review documents, 

visit the facilities, audit the supply chain
 Sub-contracted supply chain comes with risks
 Require information from the third party, times of 

rest, identify high-risk points of interests 
 Determine routes, identify routes to avoid, 

alternate route review
 Continuity, less rest time = less risk

Risk Assessment
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 As appropriate, mapping MUST include 
documenting how cargo moves in and 
out of transportation facilities/cargo 
centers and observing whether cargo is 
"at rest" in one of these locations for an 
extended period of time. The load is 
most vulnerable when it is "Resting", 
waiting to move on to the next leg of its 
journey.

 Methods
 Get to know your business partners; review 

documents, visit facilities, audit supply chain

Risk Assessment

Direct/indirect
 Outsourced supply chains attract risk
 Require information from the third party, 

request break times, identify high-risk points 
of interest

 Determine routes, identify routes to avoid, 
review alternative routes

 Continuity, less downtime = less risk
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 CTPAT members MUST have written 
procedures that include addresses 
 Crisis management; 

Risk Assessment

 Security recovery plans;  
 Resumption of business.

 Business continuity; 

 Box/trailer/container integrity 
 Committed seals
 Insecurity along route
 Active shooter/offenders in yard/on floor
 Burning, theft, etc.

 Suspicious activities
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5-Step Risk Assessment
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5-step Risk Assessment
 Step 1: Map cargo flow and include all direct/indirect business partners
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 Step 2: Threat assessment; terrorism, smuggling of illicit materials, 
human smuggling/trafficking, organized crime, conditions in a 
country/region that can increase the risk of such threats and classify 
the risk: High, Medium, Low.

5-step Risk Assessment
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 Step 2: Threat assessment; terrorism, smuggling of illicit material , 
human smuggling/trafficking, organized crime, conditions in a 
country/region that may increase the risk of such threats and classify 
the risk: High, Medium, Low.

5-step Risk Assessment

https://www.cbp.gov/newsroom/stats/cbp-enforcement-statistics
https://www.dea.gov/sites/default/files/2020-01/2019-NDTA-final-01-14-
2020_Low_Web-DIR-007-20_2019.pdf

https://www.cbp.gov/newsroom/stats/cbp-enforcement-statistics
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5-step Risk Assessment
 Step 2: Threat assessment; terrorism, smuggling of illicit materials, 

human smuggling/trafficking, organized crime, conditions in a 
country/region that can increase the risk of such threats and classify 
the risk: High, Medium, Low.
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5-step Risk Assessment
 Step 2: Threat assessment; terrorism, smuggling of illicit materials, 

human smuggling/trafficking, organized crime, conditions in a 
country/region that can increase the risk of such threats and classify 
the risk: High, Medium, Low.
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5-step Risk Assessment
 Step 2: Threat assessment; terrorism, smuggling of illicit materials, 

human smuggling/trafficking, organized crime, conditions in a 
country/region that can increase the risk of such threats and classify 
the risk: High, Medium, Low.

HIGH RISK: It may be time to 
re-analyze your route and 
identify alternate routes
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5-step Risk Assessment
 Step 2: Threat assessment; terrorism, smuggling of illicit materials, 

human smuggling/trafficking, organized crime, conditions in a 
country/region that can increase the risk of such threats and classify 
the risk: High, Medium, Low.
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5-step Risk Assessment
 Step 2: Threat assessment; terrorism, smuggling of illicit materials, 

human smuggling/trafficking, organized crime, conditions in a 
country/region that can increase the risk of such threats and classify 
the risk: High, Medium, Low.

Cases Exist- Chiapas July 22, 2020 
Human trafficking and forced labor/forced child labor
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Ensenada, MX

5-step Risk Assessment
 Step 2: Threat assessment; terrorism, smuggling of illicit materials, 

human smuggling/trafficking, organized crime, conditions in a 
country/region that can increase the risk of such threats and classify 
the risk: High, Medium, Low.
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Valencia, Spain
1,650 lbs. /748 kgs. 
Methamphetamine

5-step Risk Assessment
 Step 2: Threat assessment; terrorism, smuggling of illicit materials, 

human smuggling/trafficking, organized crime, conditions in a 
country/region that can increase the risk of such threats and classify 
the risk: High, Medium, Low.
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5-step Risk Assessment
 Step 2: Threat assessment; document and classify risk: High, 

Medium, Low.
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 Step 3: Vulnerability assessment, perform a vulnerability 
assessment according to CTPAT minimum security criteria and classify 
the vulnerability: High, Medium, Low..

 Internal vulnerabilities
 Written procedures
 Information/evidence is missing
 Auditor training
 Internal audit process
 Test the processes

 External vulnerabilities
 Business partners (direct/indirect)
 Security questionnaires
 Site audits and assessments.
 Determine routes and identify risk 

routes/review an alternative route

5-step Risk Assessment

SECURE
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Company and
International 

Supply Chain

Risk 
Assessment

VulnerabilitiesThreats

5-step Risk Assessment

Mitigate
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5-step Risk Assessment
 Step 3: Vulnerability assessment, perform a vulnerability 

assessment according to CTPAT minimum security criteria and classify 
the vulnerability: High, Medium, Low..

 Vulnerability risks identified regarding CTPAT minimum security criteria and 
the classification process: 
 1 - Low Risk - meets all criteria and minimum safety standards
 2 - Medium Risk- meets minimum security criteria in critical areas (trailer 

security, seals, tracking and monitoring and employee detection), but has 
not incorporated all security measures in other areas

 3 - High Risk- does not meet all criteria and minimum safety standards  

Methods

1) SVI/C-TPAT Membership 
Number

2) Membership in a ‘Mutual 
Recognition Program”

3) Security Interviews
4) Facility Visits by Company 

Representatives 
5) Facility Visits by Foreign 

Employees/Agents
6) Work Reports
7) Security Certifications that Meet 

C-TPAT’s Minimum 
Requirements

8) Risk Assessment Carried Out 
by a Third Party 
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5-step Risk Assessment
 Step 3: Vulnerability assessment, perform a vulnerability 

assessment according to CTPAT minimum security criteria and classify 
the vulnerability: High, Medium, Low..
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 Step 4-Develop an action plan, monitor and follow up
 Identify those Responsible 
 Give deadlines for follow-up
 Management supervision, reporting process to company officials

5-step Risk Assessment
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 Step 5: Written procedures and processes
 Standard Operating Procedure 
 Documented process of each step

5-step Risk Assessment
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Map Cargo Flow Threat Assessment Vulnerability Analysis Action Plan Document the 
Process 

Employees and 
partners at your 
facility

Terrorism, Illicit Material 
Smuggling: Narcotics, 
Humans, Organized Crime

CTPAT Criteria: Internal
and External to your 
facility

Provide a plan:  internal 
risks and vulnerabilities 
and external at your 
facility

Document and 
formalize as a 
procedure

Partners in your 
supply chain

Information sources: social 
media, news, police reports or 
trade associations

CTPAT Criteria: External-
the supply chain

Provide a plan:  External 
risks / vulnerabilities in 
your supply chain

Document the risk 
analysis process that 
was used (step by step)

Security program 
Status

Classify: High, Medium, Low 
(incidents/information)

CTPAT and NEEC 
Membership, 
Questionnaires sent and 
Audit Visits

Follow up: period of time
to take action

Document and 
maintain evidence of 
implementation

Visits- audits and 
partner 
verifications

Document and maintain 
evidence of implementation

Classify: High, Medium, 
Low (results/criteria)

Document and maintain 
evidence of 
implementation

Document and 
maintain evidence 
of implementation

Document and maintain 
evidence of 
implementation

5-step Risk Assessment
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Map Cargo Flow Threat Assessment Vulnerability 
Assessment

Action Plan Document the 5-
Step Risk
Assessment 
Process

Business partners and 
employees at your 
facility 

Terrorism, Smuggling of
Narcotics and Illicit Materials, 
Human Trafficking, Organized 
Crime

CTPAT Criteria: Internal and 
External

Provide a Plan:  
internal/external threats
and vulnerabilities

Document on a 
Standard Operating
Procedure (SOP)

Business partners in 
your supply chain

Source of Information: social 
media, news, police reports,
trade / business associations

CTPAT Criteria: External-
Supply Chain Partners

Provide a Plan:  external 
threatsand 
vulnerabilities in the 
supply chain

Document the Risk 
Assessment

Status in supply chain 
security programs

Classify: High, Medium, Low 
(incidents / information 
gathered)

Membership: CTPAT / 
NEEC     
Questionnaires sent, Site 
Visit Audits etc ...                                 

Follow up: time lines and 
specific time to take 
action

Document and 
maintain for 
evidence of 
implementation 

Verification-Audit site 
visits of business 
partners

Document and maintain for 
evidence of implementation 

Classify: High, Medium, 
Low (results/criteria)

Document and maintain 
for evidence of 
implementation 

Document and 
maintain for evidence 
of implementation

Document and maintain for 
evidence of 
implementation 

5-step Risk Assessment
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